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MFA SET UP USING EMAIL

Quick Reference Guide

~DHA

This tool works by sending you an email with a code. You then enter the verification code into the validate

screen.

Login to Online Services
1. Locate and click on Online Services.

ONLINE SERVICES ©

2. The Online Services login screen is presented.

o~
s Online services
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3. Type your Username and Password and click on the Login button.

Username

‘@defence.gov.au.dha

Password

Forgotten your password?

4. Multi-factor authentication screen is presented.
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Multi-factor Authentication (MFA)
To improve security, you now need ta complete MFA when

you're logging into Online Services.

To set up your device, select an option below,

Ca) (=) (5

Multi-factor Authentication Devices
DHA currently supports the following tools for MFA.

Authenticator App

You can use a time-based one-time passwaord
authenticator app. We recommend using Microsoft or
Google apps. To link the app to an Online Services
account, you will need to scan a QR cade or enter a
valid setup key.

Please note you can't use the DREAMS remote login
tool

Meobile Phone

This tool works by sending you an SMS with a code.
You then enter the code

Please note you can only use this tool with Australian
mabile phone numbers.

Email

This tool works by sending youan email with a code.
You then enter the code

A

5. To select the email option, click the Email button.

Mobile Phone

6. The Security Email Address screen is presented.

Security Email Address

Enter the email address you want to use to receive your one-
time code. This will save as your security email address. It
will not affect your existing contact details or username.

@gmail.com
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7. Enter the email address you want to use to receive your one-time code when you log in. This will save as
your Security Email Address and will not affect your existing contact details of your username.

% Your online  Services
username will prepopulate
in the security email field.

Security Email Address

Enter the email address you want to use to receive your one-
time code. This will save as your security email address. It
will not affect your existing contact details or username.

@gmail.com

8. Click the Next button. A verification code email will be sent to the Online Services user. It may take some time

to receive the email.

Security Email Address

Enter the email address you want to use to receive your one-
time code. This will save as your security email address. It
will not affect your existing contact details or username.

@gmail.com ‘
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9. A verification code screen is presented.

Multi-factor Authentication (MFA)

Enter the verification code that was sent to your security
email address.

Code ‘

Note: Your code will expire in 8 minutes.

Resend Code

10. At the code field enter the verification code and select click the Validate button.

X Your code will expire in 8
minutes.

Multi-factor Authentication (MFA)

Enter the verification code that was sent to your security
email address.

527339

Note: Your code will expire in 8 minutes.
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11. If you have not received the code, click the Resend Code button.

Multi-factor Authentication (MFA)

Enter the verification code that was sent to your security
email address.

Note: Your code will expire in 8 minutes.

12. You have successfully completed validation for multi-factor authentication (MFA).

PN
N i i
s Online Services Employee ID

5
0
=4

Dashboard Service Residence v Rent Allowance v LIA ~ MCA v Member Resources (&' My Account v

You have successfully completed validation for Multi-factor Authentication (MFA). You will receive a code to complete MFA the next time that you log in to Online Services

Tenancy History Utility Reimbursement

Obtain a copy of your tenancy history to support a rental application. Initiate your Utility Reimbursement.

View Tenancy History Apply for Utility Reimbursement
@ Have you been posted? Getstarted 3

Copyright Defence Housing Australia, 2022,

sitemap | DHA | Accessibility | Copyright | Disclaimer | Privacy | Iermsand Conditions
£ You will be asked to validate using multi-factor authentication (MFA) the next time you log into Online
Services.
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Log Back into Online Services

1. Login to Online Services. Enter your username and password.

Username

-@defence.gov.au.dha

Password

Forgotten your password?

2. The multi-factor authentication validate code screen is presented.

Multi-factor Authentication (MFA)

Enter the verification code that was sent to your security
mobile number.

‘ Code ‘

Note: Your code will expire in 8 minutes.
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3. Enter the code you received through your email and click on the Validate button.

Multi-factor Authentication (MFA)

Enter the verification code that was sent to your security
email address.

901315 ‘

Note: Your code will expire in 8 minutes.

4. When a valid code is entered you will be navigated to your Online Services dashboard.

- Online Servi Empl D L
niine >ervices t
mployee Logout
Dashboard Service Residence v Rent Allowance v LIA ~ MCA « Member Resources (' My Account v
Tenancy History Utility Reimbursement
Obtain a copy of your tenancy history to support a rental application. Initiate your Utility Reimbursement.

View Tenancy History Apply for Utility Reimbursement
@ Have you been posted? Get started >

Copyright Defence Housing Australia, 2022.
Sitemap | DHA | Accessibilty | Copyright | Disclaimer | Privacy | Termsand Conditions

What to do if the device | was using for MFA is damaged or lost?

Contact DHA. Multi-factor authentication (MFA) for your Online Services account will be reset, and you can repeat
the setup process. After you log in with your username and password, the multi-factor authentication screen is
presented to select either App, Mobile Phone or Email.

Mobile Phone
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